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Network Trends and their security aspects

NFV and SDN is here in more than just lab trials
NFV's Security is still a challenge but also an opportunity

Analytics is becoming a critical tool for all departments in the
organization

Security Analytics is gaining momentum in order to have visibility
into the threats and their impact

Enterprise AUP & BYOD - it's here and it's growing

Endpoint and Mobile security is a huge challenge\headache for
SP and Enterprises and great opportunity for innovative solutions

Encrypted Traffic is growing

The inability to decrypt and analyze SSL\TLS traffic for threats
coming along side leaves a big hole uncovered
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° How many times do you estimate that your organization's global network has been compromised by a
n e re S l n g n p u S successful cyberattack within the past 12 months? [n=624)

71% of represented organizations -
experienced at least one successful
cyberattack in the last year = _; —

Not ance Smw- land5 l«mn&andw More than 10 times

Figure 2: Frequency of successful attacks in the past 12 months

For the 2"d consecutive year,
mobile devices are perceived as IT security weakest link

Security analytics is the top-ranked network security technology
planned for acquisition in 2015

Phishing, malware, and zero-days give IT security the most
headaches

More than 2/3 are looking to replace or augment current endpoint
protection tools

Source: 2015 CyberThreat Defense Report, by CYBEREDGE GROUP _ CYBEREDGE
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Survey Demographics: 814 qualified IT security deciston makers
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NFV and Cloud — New Threats

No more clear boundaries to the perimeter we need to secure

Services can be distributed across many locations - no single point of

defense
Open for Multiple DDoS attacks simultaneously

Services hosts by different cloud ISP — who really protects my assets and what

control\visibility do | have
The use of open source ...

Cybercriminals themselves are taking full advantage of cloud

resources to boost up their efficiency
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Security Analytics - key factor
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Mobile Devices - the new attack tool

The processing power has grown and enable the devices
to become an attacking device same as any PC

The "openness” of the majority of the devices makes it
very easy to install malwares viruses etc

The Corporate Acceptable Use Policy (AUP) needs to be
updated to cope with web and cloud applications

The use of personal devices on corporate infrastructure

(BYOD) is opening a back door into the organization for
internal threats

Maintalning a security solution updated on end user
device s almost mission impossible
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I Actionable Security — DDoS Protection
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Auto-capture traffic

Automatically
find repetitive
patterns

Translate into
specific formats
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DDoS/DoS/Scan attacks per Day
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Attack packets

"D . Anti-DDoS as a Audit User

3D Service Activi
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alert tcp any 1234 -> 89,43,154.20/32 80 ( tos: 0; fragoffset: 0; fragbits: IRDM; ttl: 128;
ack: 0; flags: 5; window: 63535; stateless; content:"|S468 69 732044 65320697320
62726f 756768742074 6f20796f 752063 66 7572 74657379206/ 65 20 64 6 73
34 75 2e 63 6f 6d 21| "; offset: O; depth: 43; rawbytes; msg: "Allot-Filter-1745"; |

Automatic/on-demand Mitigation action
ANt
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IActionable Security — Network based Web Security

Categorized Content Filtering

Antt Virus/Malware

Application visibility

www.illegalcontent.com
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