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Network Functions

Virtualisation ISG (NFV)

NFV now is the mainstream in Telecom HED

World Closs Standards

Members from CT and IT are

Classical Network Appliance s Ddepencant _
Approach vitssl | | Virtua a | [ 1] | veeeat Worklng together:
Applance Appliance Appliance Appliance i
Aepiance il st (B Yte mCarriers:

el AT&T, Verizon, BT, FT, DT,

Session Border WAN

CDN

o L Controller Acceleration Vodafone, Telefonica, TI, Century
— S ink i
DPI Firewall Carrier Tester/QoE ;
: Grade NAT roritos Standard High Volume Servers .CT VendorS'
‘ "Tm 1% | — Standard High Voliime Storage i I -
“ m m t:. _ e | g Huawei. Ericsson. Alcatel-Lucent.
SGSN/GGSN PE Router  BRAS s Aeansis = i NSN. NEC
4 N I V=N 55 nsss
Network Nodes 5

Fragmented non-commodity hardware. Slanddr!d High Vlun:;

Physical install per appliance per site. : b
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Approach

Decoupled HW/SW, COTS hardware, Virtualization, Openness, Portability / Interoperability,

Elasticity / Scalability, Orchestration, Automation
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Huawei is Working together with Industry to enable NFV

WReliability & Availability working group is still a dedicated WG for phase 2
WHuawei actively engaged in and make key contributions.

Phase 1 ----2014 WG s Phase 2----2015 WGs

ETSIISG NFV
WG Structure and leadership acorzosoeae
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NFV Challenges for example......Far more about Function

6. Some HA mechanisms might need to be re-
architected because of the virtualization.

Nfv Appllcatlons Domaln

Existing

= Carrier
Wistual Management
NV Container Interface 4. Open Source: Bazaar vs. Cathedral,
tough way to be carrier grade

=
z Management Domain
8 Virtual Network Service . achine Containor 'ﬂﬁ 3, New fault modes by the new
% RS virtualization layer.

Infrastructure
Netwark
Domain

£l

iy
' Hypervisor Domain

Compute Container In ,n 1. Virtualization layer decouples

HW/SW and breaks the traditional
Compute Domain .

5. Integration of HW/SW Components from different providers 2 Less reliable COTS
make fault localization more challengeable (Cross-
layers/Nodes)
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Challenges are Real !

“715 hours of downtime across 51 major events in 2014” CloudEndure, 1/14/2015
“Verizon upgrade triggers 40-hours cloud service outage” Fierce Telecom,, 1/12/2015 Ready fOf
“Google Compute Engine, AOL Mail Suffer Early Morning Outages”, DataCenterKnowledge, 2/19/2015 MiSS | on

“Google suffers new cloud outage, promises to be “better prepared”” SiliconANGLE, 3/9/2015 Criti Ca| ?
“£17m: Cost of Apple 12-hour cloud outage”, CloudHUB, 3/12/2015

“JetBlue Computer Outage Causes Major Check-In Delays” NBC News, 3/30/2015

Data center outage: overall average cost of $505,502 per incident, more than $5,000 per minute, 2/1/2011, Ponemon Institute
Top ten cloud outages of 2013 accounted for a whopping revenue loss more than $31Milllion

The number of Cloud outages rise quickly with the growth of cloud services, CSA,2013

Q: Rate the challenges/issues of the ‘cloud’/on-demand model

{Scale; 1= Not at all concerned 5 = Very concerned)

Amazon Web Service 2.41 Secuiy 99 9 0/@ ?
(8] "]
Availability
J Oye nt 2 . 6 Performance
G Oog | e C | O u d 4 ] 46 On-demand pay‘m't model nlmiay cost more
Lack of interoperability standards o
Platfo m Bringing back in-house may be difficult 9 9 i 9 9 9 /@) ?
Hard to integrate with in-house IT
Ra C kS pa Ce C | O u d 7 - 5 2 Not enough ability to customize
Microsoft Azure 39.77 0% 10% 20% 30% 40% 50% 60% 0% 0% 0%

% responding 3,4 or §

Source: CloudHarmony

Source: IDC Enterpnse Panel, 3Q09, n =263
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Build HA by Software?
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40% because of software bugs,
i I compared to 15% during 2012
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Source : (Annual_Incident Reports_ 2013 ) , ENISA, 2014.09

System failures are the most common root cause: Most major incidents were caused by
“System failures” (61 % of the incidents).
o Looking more in detail at this root cause category, the most common detailed causes
were “software bugs” and “hardware failures”.
o The assets most often affected were switches (e.g. mobile switching and routers) and
base stations and controllers.
System failures affect the most user connections: Incidents categorized with the root cause

system failure, affected around 1.5 million user connections on average per incident.
o Looking more in detail, the detailed causes affecting most user connections were
“software misconfiguration”, “software bugs”, and “power surges”.
Software bugs were the cause affecting most user connections (more than 2.4 million connections on
average per incident) followed by power surges and bad maintenance with 2 million and 1.2 million

affected connections respectively. )
Source : (Annual Incident Reports 2013 ) , ENISA , 2014.09
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Our Practice for new RAS challenges

Some of our Design Practice for the new challenges:
¥ FC-DFR-----Feature Centered DFR

= DMFA---------- Data Mining Failure Analysis
W SDA--------- Software Defined Availability
® DFD---------- Design for Durability, from Availability to Durability
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New Way for New Challenges——DMFA
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New Way for New Challenges——SDA

B Service Differentiation does exist

B Customer Req. differentiation does exist

W Resource Differentiation does exist (HW 10X better than AVG.)

¥ Network condition dynamically changes and NFV makes it more frequently

[Req.4.2.8] NFV frameworks shall ensure that not all services need to be "built to the peak”, but Service Level

Agreements (SLAs) can be defined and applied according to given resiliency classes.

Service Availability will be defined on a service basis, but a single service may have different levels of Service
Availability (different sets of parameter thresholds). For example, in a large-scale disaster sifuation, the network

operator may decide to prioritize the voice call service over on-line gaming by shifting all the resources available to the
voice call service, in which case, the Service Availability for the on-line gaming will be different than that in the normal

situation
Service Name (not Service Service Grade of Service Availability
exhaustive list) Availability Attribute
Level
Emergency Level 1 Continuous Single grade
telecommunications
Financial Level 1 Transactional Single grade
transactions uninterruptible
Video call service” Level 2 Continuous I Il il
Video Image Voice
+Voice  +Voice only
Voice call service Level 2 Continuous Single grade
Web browsing* Level 3 Transactional | Il
(non real-time) Full contents Only text
and image
Streaming video Level 3 Continuous Single grade
(resumable)
ﬁnteractive gaming Level 3 Continuous Single grade
Source: ETSI GS NFV RELOO1
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New Way for New Challenges DFD

¥ Data Loss could be a more serious issue ---------- Data Durability!

® 0.07% of the volumes lost permanently during one Amazon outage in 2011.

= My Case

99. 99999999999% :

Data loss $754
Billion

Downtime
$954
Billion

Source: EMC Globe data protection index, 2014.12
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Enabling NFV——The Reliable Way to Accelerate It

—< History sometimes seems to repeat itself! All-IP drives the telecom industry In past 10 years and take
years for IP's from IT to Telecom.

OOO

: " To meet with carrier grade, fault detection and Failover
IP Virtualization/cloud L d for Tel i
from IT to Teleeer from IT to TA echnologies should be improved for Telecom application:

B BFD. enhance OAM, etc. : faster fault detecting ,less

All-IP than 50ms (Vs. seconds before)

B E-VRRP, IGP FC, MPLS FRR etc.: faster failover, in
hundreds microseconds (Vs. seconds before)

TDM
ATM
SDH
FR
No.7
Ethernet

» NFV is irristible, and Carrier-Grade is Must-have but
Harder

» Learn from lessons and make it happen ASAP !

Huawei’s Best Practice of Telecom RAS Design + Lessons from history and IT # Carrier Grade NFV ASAP!
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Thank you

www.huawei.com
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The information in this document may contain predictive statements including, without limitation, statements regarding the future
financial and operating results, future product portfolio, new technology, etc. There are a number of factors that could cause actual
results and developments to differ materially from those expressed or implied in the predictive statements. Therefore, such
information is provided for reference purpose only and constitutes neither an offer nor an acceptance. Huawei may change the
information at any time without notice.
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