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About Damballa

Industry Innovator
� Pioneering cyber threat research, analysis and detection since 2006

� Six patents-pending

� Notable Research Backers

World-Class Customers

� Over 125 million assets protected worldwide

� Global enterprise, ISP/Telco, Higher Education, Government

Premier Integration Partners
� SIEM, Web Gateway, Netflow

Solutions Delivery Partners
� Network Security “Health Check”, Post-Breach Investigation, Managed Service



Types of Uses: State Sponsored, Money Transfers, Intellectual Property Theft, Credentials, etc…

Motivation: Highly organized business with one goal – MONEY.

Initial Infection Update & Repurpose Initial C&C and 2nd Repurpose Evasion Cycle Continues…

The Business Behind Infections
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The Payoff



Pay Per Install
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Whaling

Whaling = Targeting the biggest & most visible targets

Commercial: C-level Executives

Federal: Core Stakeholders

Senior Management

Managers, Senior Technical Staff 

All other employees
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Horizontal Spear Phishing

Horizontal Spear = Targeting a specific role across similar industries 

using field-specific terminology.
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Vertical Spear Phishing

Vertical Spear = Exploiting relationships and hierarchy within the 

targeted organization

• Messages reference people within 
the organization

• Each victim helps illuminate more 
of the hierarchy 

• Exploitation of trust relationships

• Copy/Paste of real internal
email content for authenticity



9

Cyber Brokers
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Buy Specific Infections

Yes – we already handed this over to 
the NSA.  It isn’t around any more!
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Shifting sands of botnet CnC

• Everyday access to 100k-2M Infections

• Price range from $200 (24hr use) to $50k (to own)

• Self-build botnet provisioning

• Off-the-shelf tools

• Avg. 20k bot installs within a week (500k if optimized)

• Commissioned building of botnet

• Target centric pricing



12

Buying Infections

5/2/2012

Blackhat USA 2010 – Becoming the 6-million-dollar Man – Gunter 
Ollmann
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Web-based portal bot-management
For a small fee, attackers can rent/purchase 
members of a larger botnet.
Online tools enable remote management and 
configuration of the botnet agents
Portals include performance monitoring tools 
– how fast is the spam being sent, DDoS
throughput, etc.

Lease an existing botnet
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• Accept You Will Be Infected (traditional defenses don’t stop everything)

• Develop a Plan to Rapidly Discover Hidden Threats

• Use Technologies that combine Threat Intelligence, Content Inspection 

& Behavioral Based Communication Discovery

• Use Technologies that provide context and risk based on your network

• Arm your Incident Responders so they can take action

How can corporations combat the threat!
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