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DAMBALLA

Criminal Use of
Machine to Machine Communication

Network Security Turned Inside Out




About Damballa DAMBALLA

Industry Innovator
= Pioneering cyber threat research, analysis and detection since 2006
=  Six patents-pending ' ) ‘
= Notable Research Backers
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World-Class Customers

= Over 125 million assets protected worldwide
= Global enterprise, ISP/Telco, Higher Education, Government

Premier Integration Partners
=  SIEM, Web Gateway, Netflow

ArSight<  Blue®Coat  Lancope. Labs

Total Security Intelligence

Solutions Delivery Partners
= Network Security “Health Check”, Post-Breach Investigation, Managed Service
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The Business Behind Infections DAMBALLA

Pay Per Installer &= Cyber Brokers Cyber Criminals
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Dropper unpacks on the Malware is Malware is
V|ct|m Victim machine and runs updated/customized updated/customized
Initial Infection Update & Repurpose Initial C&C and 2" Repurpose Evasion Cycle Continues...

Types of Uses: State Sponsored, Money Transfers, Intellectual Property Theft, Credentials, etc...

Motivation: Highly organized business with one goal - MONEY.
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Pay Per Install DAMBALLA

GoldInstall FEEETRass

Main Sign up Loggin Hates Contacts Terms of service

Goldinstall Rates for 1K Installs for each Country,

Country Price
OTH 13%
US 150%
GB 110%
CA 110%
b= 30%
BE 20%
IT 65%
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Whallng DAMBALLA

Whaling = Targeting the biggest & most visible targets

Commercial: C-level Executives
Federal: Core Stakeholders

Senior Management
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Horizontal Spear PhIShIng DAMBALLA

Horizontal Spear = Targeting a specific role across similar industries
using field-specific terminology.
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Vertical Spear PhIShII‘Ig DAMBALLA

Vertical Spear = Exploiting relationships and hierarchy within the
targeted organization

» Messages reference people within
the organization

« Each victim helps illuminate more
of the hierarchy

« Exploitation of trust relationships

« Copy/Paste of real inte
email content f







Buy Specific Infections DAMBALLA

Offers Services Proofs Free ins Pa nt Method Runesca

Yes — we already handed this over to
the NSA. [tisn't around any more!

L site ] Details | _Level of Control

The United States - Michigan Full Sitefdmin Control/SSH

http://mel.org/ 4262 £09

eLibrary: MEL Foot access
nttps//gs.mil.al/ ARMY Forces of republic of | Full Sitehdmin Control + unknown $499
http:/fwww.=cguard.army.mil/f Souce CaGrEL_il:da National M";S&I‘Iur;?;fnffﬁ:éntsmgh unknown %499
http:/fcecom.army.mil/ To= UnitECdESéSﬁs | e Sitegggzi;‘:%eﬂ:;m”SSH unknown %499
Full Sitefdmin Control/Root

The Department of defen=ze

http: /S pec.ha.o=d.milf pharmacoeconomic Center access, ng!'l vallue unknown %399
informations!
http:/fwww.woodlands.edu.uy/ Wooldlands School Uruguay. Full SiteAdmin Control! S200 £33
http:/f=-u.edu.in/ Singhania University Full Sitef&dmin Control. unknown $55
. Maticonal Chengchi Students/Exams user/pass

e University. and full admin access! ZalE —

o F Faariar ) Taipei City East Special . :
http:/fwww.terc.tp.edu.tw)’ Education Recource Center Full SitefAdmin Control. 74188 £88
http:/fSitcpantaleo.gow.itS Italian Official Government Full SiteAdmin Control. 292942 £99

Website.

http:/fdonmilaninapoli.gow.itf Istituto Staiﬁ:;,—ﬁnn Lorenzo Full Sitefdmin Control. 2929432 99
http:/fitcgce=zaro.gow.it’ Official Italian gowv website. Full SiteAdmin Control. 202942 599
http:/Sitimarconi.gow.it’ Official Itallan gowv website. Full SitefAdmin Control. 292942 £99
http:/fprimocircolovico.gow.ity’ Official Italian gowv website. Full SitefAdmin Control. 292942 £99

T i American State of Utah . .
http:/fwww. utah.gow) Official Website. Full SitefAdmin Control. 173146 £99
http:/fwww.uscb.edu/ University of South Carclina Full SiteAdmin Control. 1123 +£88

Beaufort.

. L My S0l root
. C American State of Michigan
http: /S michigan.gow/ Official Website. access/aluable 205070 £55

information.
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Shifting sands of botnet CnC DAMBALLA

« Everyday access to 100k-2M Infections
Price range from $200 (24hr use) to $50k (to own)
« Self-build botnet provisioning
+ Off-the-shelf tools
* Avg. 20k bot installs within a week (500k if optimized)
« Commissioned building of botnet

« Target centric pricing
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Buying Infections DAMBALLA

B 300 | _Order now
o 2208 | Ordernow |
B 6o of | Order now
i 200 | Order now
B 2008 | Order now
. @es 208 T
w Eus 110§ [ Order now
ki 100§ m
E= oK 100§ | Ordernow |
0 t
e 100§ m
~[" 100§ | Ordernow |
Blca B0 | Order now |
O 8o | _Order now
- 708 | Order now |
e 80§ | Ordernow |
@ o ==
so8 | Order now |
F . ol TR



Lease an existing botnet DAMBALLA

@B =22 e
Web-based portal bot-management

@ exeLoms | m sors | R usens | | P sharme
e

oh ETATISTICS
{bots || exphails |

Global stats | Rap. per time stats ._
For a small fee, attackers can rent/purchase = o :
members of a |arger botnet. Bot trafﬁc Statlstll:_s_for generat.ed on 2008"’8-’“9
Online tools enable remote management and
CcO nflguratlon Of the bOtnet age nts Top 10 Counries Top 10 new counries koday Top 10 Countries order by bot™s reports
Portals include performance monitoring tools -:"“'?*W ?;‘Q‘E"‘gs% Country Rating
. . ussia ;
- hOW faSt IS the Spam be|ng Sent, DDOS BE \nited States 1641 13% EE::::ISMES ?E;ﬂgg 152:
=] throughput, etc. :Ge”“a“" Pl B Germany B38I6 E%
_Ne’[hferlands 492 4% Elrazil 2R 2%
i Lkaiie ZEF Country Rating Ukraine 078 2%
E'“'f'z" Rl S totaly: 0 T spein 19229 2%
Eﬂ%eddom 152 1% = stherlands 13215 1%
T Spain 138 1% E United Kingdom 11816 1%
ﬁaelgium Ak el B Tsivean 11540 1%
[ Turkey 173 1%
ST Turk 101 1%
e = Tl;tra;?i T Totally bot s reparts: 1061892
Hello,
Your last session: Tue Aug 5 06:16:31 2008
MAIN Active projects: s
Manage proiects ‘ project time end price bots index time size (mb) action ‘
Add profect 14/1/2008 1 48/ 1 Tue May 13 00:18:43 2008  0.00 index '
Change info
&6/8/2008 1 1048 / 10000 Tue Aug 517:00:52 2008  0.00 index ‘
PROJECT | |

Search by host
Search by URI
Global searching
Orline bots
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How can corporations combat the threat!

Pay Per Installer
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Cyber Brokers

- ¢ GeUET

Updater

[Downloader]

Cyber Criminals

DAMBALLA
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Rep05|tory] C&C Portals [Downloader]

Rep05|t0ry [C&C Portals [Downloader]
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Malware is
updated/customized

S -
Dropper unpacks on the
Victim machine and runs

Malware is
updated/customized

Accept You Will Be Infected (traditional defenses don’t stop everything)
Develop a Plan to Rapidly Discover Hidden Threats
* Use Technologies that combine Threat Intelligence, Content Inspection
& Behavioral Based Communication Discovery
* Use Technologies that provide context and risk based on your network
Arm your Incident Responders so they can take action
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