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“You can’t just say 
VoIP is insecure!”

IEEE CQR 2006
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VoIP FlavoursVoIP Flavours

1.1. Internet TelephonyInternet Telephony
2.2. Enterprise VoIPEnterprise VoIP
3.3. PSTN replacement (NGN)PSTN replacement (NGN)
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Internet TelephonyInternet Telephony
Security ConsiderationsSecurity Considerations
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Analogue Telephone Adaptor (ATA) Analogue Telephone Adaptor (ATA) 
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Software VoIP ClientsSoftware VoIP Clients

Softphone

Skype
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UMA TechnologyUMA Technology

http://www.umatechnology.org/overview/index.htm
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Internet Telephony Internet Telephony 
Security ConsiderationsSecurity Considerations

•• Resilience of ISP connectionResilience of ISP connection
•• Power Power –– no longer got 48Vno longer got 48V
•• Standard Internet Denial of ServiceStandard Internet Denial of Service
•• Media stream unprotectedMedia stream unprotected
•• UnUn--trusted softwaretrusted software
•• Hacking of home gatewayHacking of home gateway
•• Lack of Integrity in protocolLack of Integrity in protocol
•• 999 emergency calling999 emergency calling
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Enterprise TelephonyEnterprise Telephony
Security ConsiderationsSecurity Considerations
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Enterprise VoIPEnterprise VoIP
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Hosted IP PBXHosted IP PBX

Corporate Firewall

Hosted IP PBX

Standard 
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Enterprise Telephony Enterprise Telephony 
Security ConsiderationsSecurity Considerations

•• Controlled operation across corporate firewallControlled operation across corporate firewall
•• Scalability, dependence on other servicesScalability, dependence on other services
•• Power protectionPower protection
•• Traffic separationTraffic separation
•• Network lockdown & physical securityNetwork lockdown & physical security
•• QoSQoS
•• EncryptionEncryption

–– key managementkey management
–– NAT traversalNAT traversal
–– Handset capabilityHandset capability
–– TLS, SRTPTLS, SRTP
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PSTN ReplacementPSTN Replacement
Security IssuesSecurity Issues
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PSTN replacement VoIPPSTN replacement VoIP
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PSTN ReplacementPSTN Replacement
Security ConsiderationsSecurity Considerations

•• Lawful InterceptLawful Intercept
•• UnUn--trusted vendorstrusted vendors
•• Interoperability of equipmentInteroperability of equipment
•• LargeLarge--scale Authenticationscale Authentication
•• LargeLarge--scale Encryptionscale Encryption

–– HopHop--toto--hop or Endhop or End--toto--end end 

•• InterconnectInterconnect
•• Network topology hidingNetwork topology hiding
•• Rate limiting, control, filteringRate limiting, control, filtering
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ConclusionsConclusions

•• SIP vulnerabilitiesSIP vulnerabilities
–– Registration hackingRegistration hacking
–– Proxy impersonationProxy impersonation
–– Message tamperingMessage tampering
–– Session tear downSession tear down
–– Resource exhaustionResource exhaustion
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•• PowerPower

•• Signalling and/or Signalling and/or 
Media EncryptionMedia Encryption


